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1
Decision/action requested

It proposes a new key issue for authentication enhancement (33.846).
2
References

[1]
3GPP TS 33.846
3
Detailed proposal

***
BEGIN CHANGES
***

5.3.X
Key Issue #3.X: Emergence of quantum computing

5.3.X.1
Key issue details

The SUPI concealment mechanism in release 15 uses asymmetric algorithm to encrypt the SUPI based on the home network public key. Nowadays, the asymmetric algorithms are not quantum safe, so, in order to make the SUCI secure enough, if asymmetric algorithms still are used for SUPI concealment, they must be changed in future to use quantum safe algorithms.

5.3.X.2
Security threats

Using nowadays asymmetric algorithm for SUPI concealment, home network could potentially have following impacts when quantum computing is applicable:
-
SUPI leakage over the air.
5.3.X.3
Potential security requirements
The 5G system shall provide mechanism for SUPI concealment with one or more following enhancements:

-
Quantum safe for SUPI concealment.
***
END OF CHANGES
***
